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over Kashmir has been a central issue in the bilateral relationship. Pakistan

asserts that muslim-dominated Kashmir’s existence as an integral part of

the country is necessary to keep the country unified. conversely, India

argues that the muslim state of Kashmir is a testament to India’s

multiethnic and secular concept of a state. the dispute has expanded

beyond traditional war, providing fuel for terrorist and insurgent activity. 

on the northeast border, the situation has been no more sanguine. In

1962, India fought an unsuccessful border war with china. mistrust and an

unsettled border dispute linger, although rapidly growing economic ties

are moving the relationship to a better footing. 

overall, traditional security challenges from Pakistan and china have

created barriers against cooperative solutions to various transnational

threats endemic to the region. terrorism, a threat faced by both India and

Pakistan, is exacerbated by the existence of the Kashmir dispute and poor

bilateral ties. organized crime operates more effectively than legitimate

commerce through south asia, connecting the countries through a strong

trade in illicit drugs, people, weapons, and money. In fact, the criminal

networks revel in the lack of regional cooperation, which enables their

profit. rapid economic growth, mixed with traditional tensions between

regional actors, creates a struggle over scarce water resources. certainly,

there is a lack of attention paid to transnational threats not connected to

regional traditional security challenges. Whereas reports of terrorism,

crime, and water disputes remain in the news because of their connection

to tense bilateral relationships, pollution and environmental degradation—

as well as diseases such as acquired immune deficiency syndrome

(aIDs)—may not be receiving adequate attention from the media or from

the government. 

Terrorism and Insurgency
the transnational threat of terrorism is closely related to India’s

traditional security threat vis-à-vis Pakistan. the radical Islamic groups

operating in Indian Kashmir, insurgent groups in the northeastern

provinces, and groups launching attacks on major cities generally have ties

to Pakistani extremist groups. as a result, it is difficult for Indian security

practitioners to rank this transnational threat against traditional ones. 

although the terrorist threat in India is not new, the growth of

fundamentalist and radical Islam in India is a relatively recent

phenomenon. outside of Jammu and Kashmir, muslims in India have
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• India’s security situation is complex, with traditional and

transnational threats overlapping in many instances.

• India faces terrorist activity emanating from Islamic radical groups

based in Pakistan and insurgent activity stemming from maoist

and separatist groups inside India.

• organized crime poses a serious problem for India, with

well-established trade in drugs, weapons, and humans supported

by the informal hawala money transfer network.

• traditional security challenges from Pakistan and china have

created barriers against cooperative solutions to various

transnational threats endemic to the region.

• rapid growth is causing environmental challenges such as

pollution, and water disputes continue with the neighboring

countries of Pakistan, china, and Bangladesh.

• collaboration with the united states and regional actors on

information sharing regarding terror and criminal threats, and

collaboration on cleaner technologies to deal with environmental

challenges, will be central to India’s ability to address these

challenges. 

India’s security environment faces a wide variety of traditional and

transnational challenges. as a massive nation with both land and sea

borders, the security sector must balance many threats vying for attention

and resources. In addition, the traditional and transnational threats overlap

in many ways. according to Indian policymakers, terrorism and

insurgency are the most significant among India’s security challenges.

these are followed by organized crime and environmental degradation. 

India has been faced with a tense security environment since its

independence. to the northwest, poor relations with Pakistan have led to

multiple wars and intermittent skirmishes over the decades. the conflict
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manipur, assam, tripura, and meghalaya. these states have a history of

poor governance and are ethnically isolated from the rest of India.

Insurgencies in these states reflect separatist sentiments that the central

government has had difficulty addressing. various groups have often

adopted socialist, and even maoist ideologies to counter the existing

political structures. migration from Bangladesh into the region has

exacerbated the situation, causing tensions in indigenous communities

who sense a cultural and economic threat from the immigrants. absence of

coherent governing structures also has created a vacuum for insurgent

groups to fill. groups in these areas often are able to collect taxes and

administer localities through brute force. furthermore, insurgent groups

have developed bases in countries across the border including Bangladesh,

Bhutan, and myanmar, turning an internal issue into a transnational one. 

Organized Crime
organized crime is a threat that is well connected with terrorism in

India and Pakistan. criminal groups in south asia have been known to

collaborate with terrorist groups in international operations on a variety of

levels. the connections include logistical support in weapons

procurement, shared routes, training, and ideological overlap. criminal

syndicates have also been identified for their involvement in the nuclear

smuggling network of Pakistan’s a. Q. Khan.iv

south asian organized crime syndicates are transnational in character.

In response to efforts to intercept them, these groups increasingly seek

refuge in Pakistan, the united arab emirates, and other countries further

afield such as canada, thailand, malaysia, singapore, Kenya, and

Portugal. By fleeing across borders, their identities are difficult to track,

and their entry may go unnoticed. some countries may tacitly allow their

presence. During the 1980s, Pakistan’s military developed strong links to

drug barons involved in the afghan heroin trade. By the 1990s,

government and military efforts began in earnest to address the threat but

had limited effect. money laundering and kickbacks had already been well

integrated into Pakistani politics and industry, and laundered money

comprised a significant portion of the Pakistani economy.v

organized crime in Pakistan, and to a lesser extent in India, has

invested in its own political support network by a combination of carrots

and sticks: contributing to political candidates and strong-arming local

officials. furthermore, inside both India and Pakistan, organized crime

advocated moderate politics, largely supporting the center-left congress

Party since independence. however, in the years after 9/11, Indian

fundamentalist groups have increasingly forged connections with the

global radical Islamic movement and with terror groups based in Pakistan.i

this has meant a growing sentiment among Indian muslim radicals that

their ultimate goals are similar to those of Pakistani groups such as

lashkar-e-taiba and Jaish-e-mohammed. the globalized mindset also has

increased sympathies of these radical groups with al-Qaeda and has led to

the inclusion of disparate regional themes such as Palestine in the

ideological bases for their activities. While Kashmiri terrorist groups

continue to focus their primary tactical efforts in the region of Kashmir,

they have initiated a new strategy to include large urban areas across India.

attacks such as those on India’s parliament in 2001, on the us consulate

in calcutta in 2002, and the mumbai attacks of 2008, indicate a much

larger area and scale of attacks under consideration by south asian

terror groups.  

radical maoist insurgents, known as the naxalites, are a serious threat

across several central Indian states including orissa, Jharkhand,

chhattisgarh, Bihar, madhya Pradesh, maharashtra, and andhra Pradesh.

naxalites are violently against the perceived intrusion of foreign

companies inside India and often attack foreign commercial interests, such

as mining operations, to force their departure. the groups seek to

overthrow the central government and attack the land-owning classes and

upper castes. With an appeal to the downtrodden, the naxalite movement

attracts followers particularly from the tribal areas, a group most often left

behind by India’s progress. after numerous deadly attacks on police forces

in these areas, the state governments have stepped up their response. In

2008, seventy-four security personnel and twenty-two civilians were killed

by the naxalites in orissa. the government of orissa has appointed two

thousand one hundred special police officers and has raised four battalions

of the Indian reserve Police to counter the insurgents.ii overall, almost a

thousand people are estimated to have been killed by naxalites in 2008.

conversely, an untold number of naxalites have been killed by

government forces. Despite the strong appeal of the group to underserved

groups such as tribals, the Indian government largely persists in treating

the challenge as a law and order problem rather than a sociopolitical

concern.iii Policies emphasize police mobilization rather than economic

development of the target areas. 

In the northeast, insurgent groups similarly operate in nagaland,
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the scale of such transactions is unknown, thereby leading to ubiquitous

use of hawala by criminal and terrorist groups to transfer illegal proceeds. 

Environmental Degradation
India’s economic growth has brought with it the challenge of

environmental degradation. Deforestation, air and water pollution, poor

sanitation, and the oversubsidized use of natural resources are just a few of

the problems plaguing the nation. excessive bureaucracy hampers the

ability of any agency to oversee and implement change. lack of

accountability among the agencies adds to the confusion, deterring

interagency cooperation on solving critical problems. as an example, the

yamuna river in Delhi demonstrates bureaucratic failure in addressing

pollution. although the state water board built new wastewater treatment

plants to deal with the flow of heavily tainted water in the river, the

municipal government had not cleared the garbage that was blocking the

drains. the result was that in 2008, the treatment plants were running at 30

percent of capacity, and the population succumbed to a cholera epidemic.ix

a recent report by the central Pollution control Board stated that 70

percent of Indian urban areas have critically unhealthy air pollutant levels.

the report placed responsibility for these rising pollution levels on

increased vehicle usage and industrial production. Whereas car and two-

wheeler sales are increasing at the rate of 15 percent per year, road

capacity is expanding at less than 1 percent.x the result is severe

congestion and rising emissions. 

In addition, the shortage of environmental resources plays into

regional tensions with India’s neighbors. the border of Pakistan and India

cuts across critical waterways for both countries. the Indus Water treaty

regulates the use of this water between the two and has generally been

respected by both sides since its inception in 1960. however,

infringements do occur, creating mistrust over intentions. India’s

construction of the Baglihar hydroelectric dam over the chenab river in

2008 is representative of the type of dispute between India and Pakistan

over river usage. During construction of the Baglihar project, Pakistan

suffered a shortage of two hundred thousand acre-feet of water as a result

of alleged blockage of the chenab river to fill the dam reservoir.xi

Pakistan has subsequently demanded compensation from India.

Bangladesh similarly has water disputes with India. the ganges river

takes 92 percent of its journey on the Indian side of the himalayas before

networks have constructed a strong cooperative relationship with terrorist

groups in the region. terrorist groups leverage criminal trafficking routes

for the transport of weaponry, while the syndicates in return request

training in the use of guns and explosives and safe passage through

militant territory.vi

Drug trafficking poses a highly entrenched threat to India. much of the

trafficking of narcotics and other illegal drugs in asia traverses south

asia. routes cross from Burma, laos and thailand (golden triangle)

through India, as well as from afghanistan, Pakistan, and Iran (golden

crescent). traffickers send narcotics from afghanistan to Pakistan and

through south India to the ocean and on to destinations in europe and

russia. heroin and other drugs are transferred from southeast asia and

myanmar through India to western destinations. India is also the world’s

largest legal producer of opium for pharmaceutical purposes. a small part

of this licit production is diverted to be sold abroad illegally by organized

crime, although the majority of diverted opium is used locally.vii

crime syndicates dominate the trade in people in south asia, and the

numbers of prostitutes in or trafficked from the region runs into the

millions. Women are smuggled into India from nepal and Bangladesh.

the trafficking leads to yet another transnational threat, the rapid spread of

aIDs in the region. approximately 0.36 percent of the adult population of

India was infected with aIDs in 2006, representing more than 2.5 million

people.viii the fact that a large number of the prostitutes in India are

trafficked underlines the need for a concerted effort to combat both

challenges. 

In addition to human trafficking within south asia, an unknown large

number of young girls are sent and sold to arab countries each year, and

small boys are also sold to the arab states as camel racers. Dubai remains

a popular destination and transfer point for prostitution organized by

Indian criminal networks. these human smuggling routes could easily be

leveraged by terrorist groups to transfer personnel and weaponry. 

transnational money laundering networks, also known in south asia

as hawala, pose a threat in several arenas. these hawala networks

originally arose from the weakness of the banking system in rural areas.

the system, which relies on trust between individuals and social networks,

is common in south asia and the middle east. transactions can be as

simple as an individual in mumbai paying the illegal vendor $5,000 in

cash (in rupees), with another individual receiving the $5,000 in dollars in

new york, with little or no record of the transaction having taken place.
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compared with the counterterrorist measures, India’s

counterinsurgency policies are arguably less effective, in that the

government has a significant focus on responding to attacks and physically

destroying militant groups rather than addressing the underlying economic

issues driving the groups’ rise in popularity. 

India’s tense relationship with Pakistan hinders its ability to

collaborate on solutions. In november 2008, India faced a series of more

than ten terrorist attacks, including bombings and shootings, across

mumbai. the attacks killed more than 179 people. the sole captured

militant stated that the attackers were part of lashkar-e-taiba, a terrorist

organization based out of Pakistan. nonetheless, Pakistan initially denied

the affiliation of Pakistani citizens in the attacks, stonewalling further

progress in the investigation until months after the event. cooperation

with Pakistan on information exchange in the context of tense bilateral

relations is a challenge for Indian leadership and the security sector.

Despite this, the Indian government has taken the stance that efforts in

support of counterterror cooperation with Pakistan must continue. the

administration of Prime minister manmohan singh in 2009 stated to

Pakistan that, “action on terrorism should not be linked to the composite

dialogue process, and, therefore, cannot await other developments. It was

agreed that the two countries will share real time, credible and actionable

information on any future terrorist threats.”xv

the regional organization built to address these types of transnational

issues is the south asian association for regional cooperation (saarc).

saarc has moved forward in trying to address the challenges of

information sharing and legal issues regarding crime and terrorism across

south asian borders. In august 2008, saarc countries signed an

agreement to provide mutual assistance in legal matters. this convention

was intended to provide a framework for greater cooperation among

security forces of the member countries to extradite criminals and

terrorists from member countries.xvi however, the case of the mumbai

attacks indicates that the convention has not been as effective as originally

anticipated. Weaknesses in the bilateral relationships between saarc

states undermine the ability of members to cohesively agree upon and

implement the organization’s initiatives. 

In the environmental arena, India has acknowledged that it has

responsibility in the debate on climate change. nonetheless, India’s

minister for environment and forests, Jairam ramesh, says that by 2020

developed countries should commit to a 40 percent reduction in emission

leading into the Brahmaputra and meghna rivers in Bangladesh. India

diverts waters at the farraka Barrage, inside Indian territory, to help clear

silt from the port of Kolkata. During dry season, this diversion creates

shortages for agricultural use in Bangladesh.xii In 1996, India and

Bangladesh signed a treaty to organize the division of water, but

implementation has been difficult. 

India faces the converse problem with china regarding water scarcity.

the Brahmaputra river in India begins its journey in tibet as the yalong

tsangpo, travels through Bangladesh, and then enters India along with the

ganges. china plans to divert waters from the river inside tibet for

hydroelectric power, farming, and industrial use in the dry north and

northwestern regions of china. critics of this plan argue that the tibetan

water is sourced not only from rainfall, but also from melting glaciers. as

a result, heavy usage by china for the desert areas will cause tibet to

become water scarce within decades, leading to catastrophic

environmental damage. the effects of water diversion would also create

significant regional tensions between south asia and china. Diversion

would create shortages in both India and Bangladesh, raising alarm in both

countries that china will wield greater power over the region’s critical

water resources.xiii

Water scarcity in south asia represents a transnational challenge to

neighboring countries that easily translates into bilateral tensions of a

more traditional type.  

How India is Coping with the Challenge
the government of India is addressing the terrorist and organized

crime elements of the challenge through better legal infrastructure and

information sharing. moreover, in the past decade India has passed

legislation that grants law enforcement the ability to expedite prosecution

in organized crime cases. Ideologically, the Indian government has

historically taken the stance that religion must remain divorced from the

concept of terrorism, in order to contain the possibility of communal

violence erupting in the multireligious nation. for the Indian government,

terrorists are terrorists, regardless of their religious affiliation. In urban

areas, the police take the initiative with regard to counterterrorist activity,

and efforts are being made to enhance interagency capabilities. India also

has enhanced border security using fencing, sensor technology, and the

deployment of additional security forces.xiv
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and technical issues, the countries of south asia must embark upon a more

robust set of confidence-building measures. trust and collaborative

approaches are greatly needed among the regional actors to effectively

interdict organized crime. criminal networks depend on the cracks in

bilateral relationships to negotiate their evasion of law enforcement. 

In the arena of environmental degradation, government incentives to

implement clean best practices would move India in the right direction. a

new emphasis on local and state government accountability and

streamlined bureaucratic procedures for environmental cleanup are also

necessary. for India’s environmental policy to be truly effective, the

government will need a multipronged approach including innovative

ideas, effective government, and support from the central government in

terms of best practices, funding, and political pressure where needed. 

Consequences and Engagement Opportunities

for the United States
the transnational threats facing India today are intrinsically linked to

us national security interests. the mumbai attacks of november 2008

killed six us citizens, and investigations revealed that the terrorists

targeted us citizens at the locations. radicals involved in terrorist activity

against India no longer differentiate between the government of India and

that of the united states. terrorist groups operating in India and Pakistan

have already shown their ability to affect the united states through the

attacks on 9/11, as well as through the militancy operating in Pakistan and

afghanistan. the ideology that existed as the basis for the Indian Islamic

militant in the past was largely regional in nature, and the militant groups

were highly focused on the Kashmir conflict and its resolution. With the

growth of the internationalist Islamic radical ideology espoused by al-

Qaeda, Indian militants no longer constrain their goals geographically. us

targets inside India, as well as abroad, are the new terrain for these

terrorist groups. 

organized criminal networks have a similar profile with regard to their

international agenda. globalization is connecting economies and countries

in ways unforeseen. criminal organizations are leveraging the new

semiborderless world with innovative uses of financial transactions and

concealed transport of weapons, people, and drugs under cover of

legitimate trade. this creates increased pressure to improve and streamline

border security. International coordination with trade partners and

levels compared with 1990 levels. he also has indicated that India and

china are coordinating closely on the topic in response to developed world

demands for developing country concessions. Discussions with china

include coordination of positions on forestry, adaptation, and financing

technology.xvii In Prime minister manmohan singh’s 2009 meetings with

us President obama, the two countries agreed upon a clean energy

initiative designed to create jobs and improve access to cleaner, more

affordable energy; a partnership to reduce poverty through sustainable and

equitable development; and an effort to phase out subsidies for fossil

fuels.xviii

Important Next Steps
the challenge of terrorism will continue to be difficult for India to

fully address. Instances of domestic terrorist activity stemming from

disaffected Indian communities can be more effectively approached by

improving governance and accountability in the concerned areas. In

addition, a greater focus on human rights issues and transparency will

build trust and confidence among these communities, whether in the

muslim areas of mumbai and Kashmir, or in the separatist regions of

northeast India. the solution is far more complex with regard to

transnationally supported activity. Pakistani cooperation will be integral to

interdicting terrorist groups in the future. 

organized crime remains a difficult issue for domestic authorities, and

one that is compounded by syndicate ties to Pakistan and the middle east.

Inside India, criminal groups are rarely brought to justice for a variety of

basic and remediable reasons. Police forces have little training in forensic

techniques and in the legal bases for indictment. as a result, captured

criminals are often able to slip through the grasp of the legal system and

are returned to the streets to continue their business interests. In addition,

those criminals who are captured often are able to effectively use their

money or power to evade incarceration. lingering challenges in the legal

system include readily available bail and prevalent pressuring of

witnesses. 

additional time and resources should be spent in training law

enforcement in legal and forensic techniques to aid in detaining organized

crime groups. at the strategic level, an increased focus on government

transparency and judicial reforms would help in addressing bureaucratic

roadblocks. to fully capitalize upon such training and education on legal
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countries that do not have close ties with the united states is also critical. 

criminal networks are highly adept in maneuvering through the

coordination gaps caused by poor bilateral relations. 

the united states could play a significant role in addressing India’s

environmental challenges caused by pollution, and water scarcity.

collaboration with the united states to identify environmentally friendly

technologies and best practices in management could provide Indian

federal and state actors the necessary skills and tools to counter these

seemingly intractable challenges. 

collaboration through the sharing of information and intelligence

about terrorism and organized crime is a fundamental need. additional

training for law enforcement and judiciaries could strengthen the Indian

response to organized crime and terror threats. India and the united states

have increased cooperation in the wake of the mumbai terrorist attacks,

with a focus on information sharing. areas of enhanced cooperation

include terrorist financing, law enforcement, and aviation security. 

as these transnational threats evolve over time, it is clear that many

challenges overlap and compound each other. While it is necessary to deal

with each separately, a common thread connects them all. regional and

international cooperation is needed, and collaborative solutions must be

created to resolve the upcoming threats we face.
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